Практическая работа № 21

Тема: Настройка туннеля VPN GRE по схеме «точка-точка»
Цель: Организовать L3-VPN между офисами компании через IP-сеть, используя для туннелирования трафика протокол GRE.
Необходимые ресурсы: 
ESXI
Вирутальный маршрутизатор Eltex
ОС Альт Линукс Сервер 10

Теоретический материал.

GRE (англ. Generic Routing Encapsulation — общая инкапсуляция маршрутов) — протокол туннелирования сетевых пакетов. Его основное назначение — инкапсуляция пакетов сетевого уровня сетевой модели OSI в IP-пакеты. GRE может использоваться для организации VPN на 3 уровне модели OSI. В маршрутизаторе ESR реализованы статические неуправляемые GRE-туннели, то есть туннели создаются вручную путем конфигурирования на локальном и удаленном узлах. Параметры туннеля для каждой из сторон должны быть взаимосогласованными или переносимые данные не будут декапсулироваться партнером.
Выполнение работы:

Топология:

[image: ]


Задание 1. Назначаем IP-адреса согласно топологии:
vESR1
 
interface gigabitethernet 1/0/1
  description "WAN"
  ip address 192.168.222.100/24
exit
ip route 0.0.0.0/0 192.168.222.2
domain name-server 192.168.222.2    # при необходимости
interface gigabitethernet 1/0/2
  description "LAN"
  ip address 192.168.100.1/24
exit
Применяем и проверяем:
do commit
[image: ]
do confirm
vESR2
interface gigabitethernet 1/0/1
  description "WAN"
  ip address 192.168.222.200/24
exit
ip route 0.0.0.0/0 192.168.222.2
domain name-server 192.168.222.2    # при необходимости
interface gigabitethernet 1/0/2
  description "LAN"
  ip address 192.168.200.1/24
exit
Применяем и проверяем:
do commit
[image: ]
do confirm
[bookmark: text-id-2.-sozdayom-zony-bezopasnosti-i-]Задание 2. Создаём зоны безопасности и помещаем интерфейсы в соответствующие зоны:
· [bookmark: id-2.-sozdayom-zony-bezopasnosti-i-pomes]trusted - для внутренней сети (LAN)
· untrusted - для внешней сети (WAN)
vESR1
 
security zone trusted
exit
security zone untrusted
exit
interface gigabitethernet 1/0/1
  security-zone untrusted
exit
interface gigabitethernet 1/0/2
  security-zone trusted
exit
Применяем и проверяем:
do commit
[image: ]
do confirm
vESR2
 
security zone trusted
exit
security zone untrusted
exit
interface gigabitethernet 1/0/1
  security-zone untrusted
exit
interface gigabitethernet 1/0/2
  security-zone trusted
exit
Применяем и проверяем:
do commit
[image: ]
do confirm
[bookmark: text-id-2.-sozdayom-zony-bezopasnosti-i1]Задание 3. Для удобства и проверки разрешаем ICMP отовсюду:
vESR1 | vESR2
· для доступа к маршрутизатору из локальной сети (LAN)
security zone-pair trusted self
  rule 1
    description "ICMP"
    action permit
    match protocol icmp
    enable
  exit
exit
· для доступа к маршрутизатору из внешней сети сети (WAN)
security zone-pair untrusted self
  rule 1
    description "ICMP"
    action permit
    match protocol icmp
    enable
  exit
exit
· для проходящего трафика из локальной сети во внешнюю
security zone-pair trusted untrusted
  rule 1
    description "ICMP"
    action permit
    match protocol icmp
    enable
  exit
exit
· для прохождения трафика с внешней сети в локальную
security zone-pair untrusted trusted
  rule 1
    description "ICMP"
    action permit
    match protocol icmp
    enable
  exit
exit
[bookmark: text-id-2.-sozdayom-zony-bezopasnosti-i2]Задание 4. Создадим туннель GRE 1
vESR1
 
tunnel gre 1
  ttl 64
  security-zone untrusted
  local address 192.168.222.100
  remote address 192.168.222.200
  ip address 172.16.100.1/24
  enable
exit
Применяем и проверяем:
do commit
[image: ]
do confirm
vESR2
 
tunnel gre 1
  ttl 64
  security-zone untrusted
  local address 192.168.222.200
  remote address 192.168.222.100
  ip address 172.16.100.2/24
  enable
exit
Применяем и проверяем:
do commit
[image: ]
do confirm
[bookmark: text-id-2.-sozdayom-zony-bezopasnosti-i3]Задание 5. Разрешаем получение пакетов GRE:
vESR1 | vESR2
security zone-pair untrusted self
  rule 2
    description "GRE"
    action permit
    match protocol gre
    enable
  exit
exit
Применяем и проверяем связность по туннелю:
do commit
vESR1
· vESR1 -> vESR2
[image: ]
vESR2
· vESR2 -> vESR1
[image: ]
do confirm
[bookmark: text-id-2.-sozdayom-zony-bezopasnosti-i4]Задание 6. Настраиваем динамическую маршрутизацию для связи локальных сетей через туннельный интерфейс:
vESR1 | vESR2
 
· Создадим OSPF-процесс с идентификатором 1 и перейдём в режим конфигурирования протокола OSPF
· Создадим и включим требуемую область

· Включим OSPF-процесс
router ospf 1
  area 0.0.0.0
    enable
  exit
  enable
exit
· Для установления соседства с другими маршрутизаторами привяжем их к OSPF-процессу и области.

· Далее включим на интерфейсе маршрутизацию по протоколу OSPF:
· интерфейс gre 1 - для установления соседства
· интерфейс gi1/0/2 - для обявления локальных сетей
interface gigabitethernet 1/0/2
  ip ospf instance 1
  ip ospf
exit
tunnel gre 1
  ip ospf instance 1
  ip ospf
exit
· Разрешаем трафик OSPF:
security zone-pair untrusted self
  rule 3
    description "OSPF"
    action permit
    match protocol ospf
    enable
  exit
exit
Применяем и проверяем:
do commit
vESR1
· Проверяем установление соседства:
[image: ]
· Проверяем таблицу маршрутизации:
[image: ]
do confirm
vESR2
· Проверяем установление соседства:
[image: ]
· Проверяем таблицу маршрутизации:
[image: ]
do confirm
[bookmark: text-id-2.-sozdayom-zony-bezopasnosti-i5]Задание 7. Проверяем связность с клиентов:
· cli1 -> cli2:
[image: ]
· cli2 -> cli1:
[image: ]
[bookmark: text-id-2.-sozdayom-zony-bezopasnosti-i6]Задание 8. При добавлении необходимых правил можно разрешить и traceroute:
· vESR1 -> cli2:
[image: ]
· vESR2 -> cli1:
[image: ]
Конфигурация устройств получилась следующая:
vESR1# show running-config
hostname vESR1

object-group service TRACEROUTE
  description "TRACEROUTE"
  port-range 33434-33529
  port-range 15121
exit
object-group service SSH
  description "SSH"
  port-range 22
exit

syslog max-files 3
syslog file-size 512
syslog file tmpsys:syslog/default
  severity info
exit

username admin
  password encrypted $6$83u7ZpzpElZuWbL9$bdFyffbPozW18xVkVCWHROwUZOsxcdEKFy2rRSgj2Z8ep4XsjGcKlu/.0XMOSGDsyU9cxX5Tsoz0bA.iyGTcT/
exit
username sshuser
  password encrypted $6$ZeBDVMWrDP8uqj5c$zx6lhKy8NKSVIpwpk3BJAf5Vdm.v9Il4CQ5DrOPtwdXu2qWloNNJEMymAfh0Ca67eb5qB2B0ra/pfhe9CHL0U/
  privilege 15
exit

domain lookup enable
domain name-server 192.168.222.2

security zone trusted
exit
security zone untrusted
exit

router ospf 1
  area 0.0.0.0
    enable
  exit
  enable
exit

interface gigabitethernet 1/0/1
  description "WAN"
  security-zone untrusted
  ip address 192.168.222.100/24
exit
interface gigabitethernet 1/0/2
  description "LAN"
  security-zone trusted
  ip address 192.168.100.1/24
  ip ospf instance 1
  ip ospf
exit
tunnel gre 1
  ttl 64
  security-zone untrusted
  local address 192.168.222.100
  remote address 192.168.222.200
  ip address 172.16.100.1/24
  ip ospf instance 1
  ip ospf
  enable
exit

security zone-pair trusted self
  rule 1
    description "ICMP"
    action permit
    match protocol icmp
    enable
  exit
exit
security zone-pair untrusted self
  rule 1
    description "ICMP"
    action permit
    match protocol icmp
    enable
  exit
  rule 2
    description "GRE"
    action permit
    match protocol gre
    enable
  exit
  rule 3
    description "OSPF"
    action permit
    match protocol ospf
    enable
  exit
  rule 22
    description "SSH"
    action permit
    match protocol tcp
    match destination-port SSH
    enable
  exit
exit
security zone-pair trusted untrusted
  rule 1
    description "ICMP"
    action permit
    match protocol icmp
    enable
  exit
  rule 2
    description "TRACEROUTE"
    action permit
    match protocol udp
    match destination-port TRACEROUTE
    enable
  exit
exit
security zone-pair untrusted trusted
  rule 1
    description "ICMP"
    action permit
    match protocol icmp
    enable
  exit
  rule 2
    description "TRACEROUTE"
    action permit
    match protocol udp
    match destination-port TRACEROUTE
    enable
  exit
exit

security passwords default-expired
ip route 0.0.0.0/0 192.168.222.2

ip ssh server

ntp enable
ntp broadcast-client enable

licence-manager
  host address elm.eltex-co.ru
exit
[bookmark: yui_3_18_1_1_1707115775400_37][bookmark: yui_3_18_1_1_1707115775400_76]vESR2# show running-config
hostname vESR2

object-group service TRACEROUTE
  description "TRACEROUTE"
  port-range 33434-33529
  port-range 15121
exit
object-group service SSH
  description "SSH"
  port-range 22
exit

syslog max-files 3
syslog file-size 512
syslog file tmpsys:syslog/default
  severity info
exit

username admin
  password encrypted $6$DJXxBotgkalhpvdS$M4X3JJZLIYAo.H2NACe4iBNthGcrQ7FpIuxwTSG8PZFmJGw8oqdyrNMoy1b8CM7aKxfmoxC4jyZpXHHKDtWBc0
exit
username sshuser
  password encrypted $6$QwpWsLDV.GfE04QE$j1WSJOYdIY806fNiyC5YIthELjRBGmE32L0RQHzrp4l1kf1NHvul9edbOF/pvQXmCWK58etaTiZBhDj5rAHzZ/
  privilege 15
exit

domain lookup enable
domain name-server 192.168.222.2

security zone trusted
exit
security zone untrusted
exit

router ospf 1
  area 0.0.0.0
    enable
  exit
  enable
exit

interface gigabitethernet 1/0/1
  description "WAN"
  security-zone untrusted
  ip address 192.168.222.200/24
exit
interface gigabitethernet 1/0/2
  description "LAN"
  security-zone trusted
  ip address 192.168.200.1/24
  ip ospf instance 1
  ip ospf
exit
tunnel gre 1
  ttl 64
  security-zone untrusted
  local address 192.168.222.200
  remote address 192.168.222.100
  ip address 172.16.100.2/24
  ip ospf instance 1
  ip ospf
  enable
exit

security zone-pair trusted self
  rule 1
    description "ICMP"
    action permit
    match protocol icmp
    enable
  exit
exit
security zone-pair untrusted self
  rule 1
    description "ICMP"
    action permit
    match protocol icmp
    enable
  exit
  rule 2
    description "GRE"
    action permit
    match protocol gre
    enable
  exit
  rule 3
    description "OSPF"
    action permit
    match protocol ospf
    enable
  exit
  rule 22
    description "SSH"
    action permit
    match protocol tcp
    match destination-port SSH
    enable
  exit
exit
security zone-pair trusted untrusted
  rule 1
    description "ICMP"
    action permit
    match protocol icmp
    enable
  exit
  rule 2
    description "TRACEROUTE"
    action permit
    match protocol udp
    match destination-port TRACEROUTE
    enable
  exit
exit
security zone-pair untrusted trusted
  rule 1
    description "ICMP"
    action permit
    match protocol icmp
    enable
  exit
  rule 2
    description "TRACEROUTE"
    action permit
    match protocol udp
    match destination-port TRACEROUTE
    enable
  exit
exit

security passwords default-expired
ip route 0.0.0.0/0 192.168.222.2

ip ssh server

ntp enable
ntp broadcast-client enable

licence-manager
  host address elm.eltex-co.ru
exit

Результат выполнения практической работы оформить в виде отчета.

Контрольные вопросы:
Какие еще конфигурации необходимы для создания защищенного GRE-туннеля?
Какой используется протокол туннелирования? 
Какие IP-адреса источника и назначения туннеля связаны с GRE tunnel на каждом маршрутизаторе?
image9.png
vESR2# show ip interfaces
1P address Interface

Link

152.160.222.200/24 Gi1/0/1 % O scasic
152 .160.200,1/23 Gi1/0/2 G Up  static
172.16.100.2/2 ore % Up  staric]

[VESR2# [ping 172.16.100-1]

BING 172.16.100.1 (172.16.100.1) 56 bytes of data.

- 172.16.100.1 ping stasistics
5 packets transmiteed, 0% packet loss, time 400ems
et min/avo/max/mdev - 0.324/0.563/0.855/0.207 ma

veseo
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VESR1# show ip ospf neighbors
Router ID Bri State

172.16.100.2 128 Fall/bR
vesat |

DTime

Interface

172.16.100.2





image11.png
VESR1# show ip route

[static 08:46:15]
[ospfl 11:26:16]
[direct 08:42:57]
[direct 08:45:15]

Codes: C - comnected, S - static, R - RIP derived,
[0~ osPF|derived, Ia - OSPF inter area route,
L - OSPF external type 1 route, E2 - OSPF external type 2 route
= - 5F derived, D - DACP derived, K - kernel souce, V - VERP zouts
i Is-15, L1 - IS-IS level-l, 12 - Is-IS level-, ia - IS-Is inter area
218 zoute
s +o.0.0.00 /0y via 152.168.222.2 on gi1/0/1
O+ 192.168.200.0/24 (150/201 via 172.16.100.2 on gre 1 |
€+ 1s2.168.100.0/24  [0/0] Gev ail/o/z
¢ +i172.16.100.0/2¢  [0/0] dev gre 1
¢+ ismlies.czz.or2a [0/0) dev gi1/0/2

veswat

[direct 08:42:57]

(172.16.100.2)
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VESR2# show ip ospf neighbors
Router ID Bri

state

172.16.100.1 128 Full/EoR
vzsnas |

DIime Interface

172.16.100.1





image13.png
VESR2# show
Codes: C -

E1 - OSPF external type 1 route,

ip route

connected, S - stavic,

© - OSPF|derived, IA - OSPF inter area route,

R - RIP derived,

E2 - OSPF external type 2 route

B - BGP derived, D - DHCP derived, X - kernel route, V - VRRP route

i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - FIs zoute
s+ 0.0.0.0/0 12/01 via 192.168.222.2 on gi1/0/1 (static 08:59:24]
C  x192.168.200.0/23 [0/0] dev g11/0/2 faizect 08:59:24]
O+ 192.168.100.0/23  [150/201 via 172.16.100.1 on gze 1 ] [ospel 11:25:13]
¢ ¥ 172.16.100.0/24  [0/0] dev gre 1 [dizect 05:46:25]
C = 1s2.166.222.0/23  [0/0] dev g11/0/1

(172.16.100.1)
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[root@clil ~1# ip -c addr show ens33
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default gqlen 1000

Link/ether 00:0c:29:61:4c:da brd ff:ff:ff:ff:ff:ff

altnane_enp2si

inet|192.168.100.10/24 scope global ens33

valid_ITt forever preferred_ITt forever

cda/64 scope link
forever

valid
[root@clil ~
PING 192.168

64 bytes from 192.168.200.10 .863 ms
64 bytes from 192.168.200.10 .84 ms
64 bytes from 192.168.200.10: .07 ms

192.168.200.10 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2047ms
rtt min/avg/max/mdev = 0.863/1.254/1.836/0.419 ms

[root@clit ~1# I
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[root@cli2 ~]# ip -c addr show ens33
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
link/ether 00:0c:29:87:22:ef brd ff:ff:ff:ff:ff:ff
altname enp2sl
inetl{92.168.200.10/24 scope global ens33
valid_ITt forever preferres, Tt forever
inet6 feB0::20c:29ff:fe87:22ef/64 scope link
valid_lft forever preferred 1ft forever
[root@cli2 ~J4
PING 192.168.10
64 bytes from 192.168.100.10
64 bytes from 192.168.100.10: icmp_seq-2 ttl-62 time=
64 bytes from 192.168.100.10: icmp_seq-3 ttl-62 time

814 ms
.27 ms

--- 192.168.100.10 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2065ms
rtt min/avg/max/mdev = 0.814/1.655/3.268/1.140 ms

[root@cli2 ~1# I
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VESR1# traceroute 192.168.200.10
Craceroute to 192.168.200.10 (152.168.200.10), 30 hops max, 60 byte packets
1 172.16.100.2 (172.16.100.2) 0.205 ma 0.135 ms 0.15¢ ma

2 192.166.200.10 (192.168.200.10) 0.50% ms ©.523 ms 0.520 ms

vesmat
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[vEsR2# traceroute 152.168.100.10
Craceroute o 152.168.100.10 (192.168.100.10), 30 hops max, 60 byte packecs
1 172.16.100.1 (172.16.100.1) 0.311 ma 0.275 ms 0.263 ma

2 192.166.100.10 (192.168.100.10) 0.535 ms ©.563 ms 0.52¢ ms

oeseat ||
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VESR1# show interfaces description
Interface Admin  Link  Description
State  State

Gi1/0/1 T T

Bil/0/z To To

VESRLf show ip interfaces

IP address Interface Admin  Link  Type

152.166.222.100/23 Gi/o/
157.165.100.173¢ Si1/0/7

oo stamic|
T searic]
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VESR2# show interfaces description
Interface Admin  Link  Description
State  State

gi1/0/1 o o

VT O T

VESRZF show ip interfaces

Ip address Interface Aamin  Link  Type

152.168.222.200/24 gi1/0/1]
[[92.168.200.1/24 Gi1/0/2]

static
static
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VESR1} show security zone
Zone name Interfaces

Tusted 117077
ncrusted 911/0/1]
VESR1#
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VESR2# show security zone
Zzone name Interfaces

Fasen w177
Srrusced aii/or1
veseet
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VESR1# show tunnels configuration gre 1

State: Enabled
Description: —
Mode: ip
Bridge group: -
vRE: -
Local address: 192.168.222.100
Y — 192.168.222.200
Calculates checksums for outgoing GRE packets: No

Requires that all input GRE packets were checksum: No

: e
DsCE: Inheric
MTU: 1500
Path MIU discover: Enabled
Don't fragment bit suppression: Disabled
Security zone: untrusted
Multipoint mode: Disabled
Keepalive:
state: Disabled
Timeout: 10
Retries: B

Destination addzes
]
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VESR2# show tunnels configuration gre 1

State: Enabled
Description: —
Mode:
Bridge group:
vRE:
Local addres: 192.168.222.200
Remote address: 192.168.222.100
Calculates checksums for outgoing GRE packets: No
Requires that all input GRE packets were checksum: No
key: —
TTL e
Dsce: Inheric
MTO: 1500
Path MIU discover: Enabled
Don't fragment bit suppression: Disabled
Security zons untrusted
Multipoint mode: Disabled
Reepalive:
state: Disabled
Timeout: 10
Retries: B

Destination addzes
vesazs |
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VESR1# show ip interfaces
IP address Interface

152.168.222.100/24 Gi1/0/1 % O scasic
152.166.100,1/24 Gi1/0s2 % Up  static
172.16.100.1/23 e 2 % Up  scasic

VESRI¥ [ping 172.16.100.2
PING 172.16.100.2 (172.16.100.2) 56 bytes of data.

—-- 172.16.100.2 ping prasisvics
S packets transmitced, s received, 0% packet loss, time 008ms
£Tt min/ave/max/ndev — 0336/0.660/1.241/0.308 ma

vesas





